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Internet bad information detection based on Bert model

CAI Xin
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Abstract: In view of the business scenario of bad information detection on the internet, the method of detection based
on the text content of the website was discussed . Classical text analysis techniques were reviewed. The key technical
features and two different usages of Bert model were introduced. The specific implementation scheme of using the

feature extraction method to detect website bad information was described in detail, and was compared with the tradi-

tional TF-IDF model and word2vec+LSTM model. The validity of this method is verified.
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SOR AR BEASIN T i

2 XARSHEAER

2.1 TF-IDF A48

AR e T E T B AR TE S AP (natural
language processing, NLP) ulh. fERREE2%3]N
I+ NLP 27, LA TF-IDF (term frequency-inverse
document frequency, IAI—10 SCAMHEFEED) JAR
R LS (bag of words model) A& SUA >
DTGP 5% N

TF-IDF & — M H 115 B R 5 B 12 10
SR E 57 NI S o U SRR G SR (R 3 NS L
IR S E LB I, B[R] 25 Bl ' AR A RS
FhIE LA 5 B LR R,

i3 TF-IDF BERY, SCRGTT L 7 fi DA A
HYEFER— AR, AR ) B A s i 5
fith b, W] DO I HLAS 7 T IR 7 VAR AR, fif vk
FHR AR S5 1 . o] DL B, R T SR AR 2R 1) S
PIRRTTE, BARFEIE T M E SRR, HE X
SR YE R GE TR R s — AN SOk . TR 5 &
PRSP IR BN UE R U
XAEM UG, /MR, T
se/Z2 i/ EFRE . 7 X PR ) TE-IDF £l %R
TER SR o (HZ EATIRE SR BRI .

TF-IDF [RRFAE R 7R AR A o 4RI B 1R
PEo JERABA AR X4 (latent semantic

analysis, LSA) P\, ¥ {ERk A 775 4> i (latent
Dirichlet allocation, LDA) P57k, $ECAY
YER 3 TR T RAAE AR R A TR BE il L kAT
BLEE 22 o W TS ) HRM S, X Fh B 42
P A 2 K, AR X Ty VAR A B A R
TF-IDF FLRY F R S LR 1)
22 REFIEE5R/FEE

FERE TRPE# ST ¥ NLP B, Sopy— e
IR (RS WA KRR/
BRSO IR R AR BB IR B TR AN
T+ TF-IDF B0} T-0] i > FH 1) iy 24 A i 1) A 4
i (one hot representation) J7al, ¥RHEZ~SJH
TRF 1) A AT R FH A R EG 4 ) 1o 2 4% 1] 2 )
(distributed representation) 753X, —#FR A 1] [A]
B )

] Jia) e M ) i RO AR TR I () Rl
b R TG A IR R A . P, WX
AR R ] B, AT IR ] i) 2 R ) 2 ) 2 [
B LT, 3X 2 43 AT U B AH T g L
M EZERAE . A — N 4 5 T LA L] ) &2
TR, R

king—man+woman = queen

% ¥ 1) word2vec A 1] & & T CBOW
(continues bag of words) 5% SkipGram F57! JI| 53k
P, X AT AN PRI IR A, A P ]
] [ B BOVEMR A 2 SR . R, Y
AN LEAN [F) PR V5 B P 58 BT AN W) SN, 1
F word2vec 1] ] FE VAR IR IX PP 22 57

TP (1) S P AR B B T Sk (1)
K. Hrf, 2018 4F Matthew SR HL [ Elmo /2
—BUZ A LSTM #E8. Elmo SKHL T8I
BGESL R IR T), RERS AR N TR A )1 SRR IR
X £ 6 U NLP AF55H, Git T ISR if Al
[A]4F, OpenAl 1B\ & Aii GPT(generative pre-training )
P, S IET self attention AL transform 7
AN H ) Encoder-decoder 4% H, ik SCAIZRAEFS
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G SRR R R U 51, GPT L — 28
T 12 T NLP AF45HR 1) 9 TG, 40—,

4 HJG, 2018 4E 10 A 11 H, 458k AT 1B\
(1) Jacob! LR T GPT MUY AR, Db 7
Bert B, S T NLP A4 4 ilad sk, 78
NLP U5 & iy Jr AR A 1 ER&3), Ml NLP 4
T ) PO GRS R 5 I AR AR s

3 Bert #REIXFEHEAK

3.1 Bert 188 M LZ LT =
Bert f 7 (K& £E kg an & 1 fos, e BA L
4 AN ERE .

O -

Trm Trm e Trm
Trm Trm ‘e Trm
E, E, E,

B 1 Bert 571 B 25 4544

(1) FIH B IE AR Transformer &5 #4521
TR ARFER

(2) FH 54 0 Mask-LM  ( mask-
language model) TIIHE R [¥) 1] B (token).

ORI A T )1 (next sentence prediction)

FE55 57 210 1 ol B

(4) W—Bei iy g TEHMESHELR, X
R 2 M 54155

14k, Bert BEALGIH T ik (token) %)
RAE T2, sl 2 .

YT i, Bert B4 AKAE (input
representation ) i i %F AH MY [ 5] Bk A (token
embedding). Btk A\ (segment embedding) FIf
‘Bitk N\ (position embedding) MIINAIFEE, MM
LT 2B AR R . T AN SO
TR AR (N, [, %], Bert
T G A% T8 I 1] R (1) 3 41 3R AT B A R A
3.2 Bert #HERAZE

Bert 11830 Bert TR B 1t 1 Py A
N T BARGUSRAT 55 VL, — Mo (fine
tune) J7ik, —MU2HRAEAIEL (feature extract)
AR

fine tune J7iEFRIM 2 NN ZRLF 1K) Bert
RS, DAY SRR 0 4% 2 BB A 5 A, 4R
UiE AR AT 55 1) B4 PR 45 i A Y, 7R 4% I
AR Lk [ AL FE ISR, AW R 2 A 8 (A
T8 o v 380 s 2 >3 Uk, AERAR — AN H T
B IR AT 55 LAY, 30 — Bl L IR A% 2
ATFB

feature extract CRFAESEIO J7 53R 12 A Rk
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I CHONZRLETF 1) Bert A28, 0FHHAT 55 1R £ 5 il
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fine tune MM 7A€ MRE], FHET
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ko feature extract 1772, ANFFEEFN CAT
IR E R R BEAT N, BRI )1 b F
A Z el e B IR R, )
THLAS I RE IR ZE KA 2 AR LI

PRI, ARSCE AT Bert #5221 feature extract
Jid, SEBUOTTAS RAG JE b R A 43 4

4 Bert {RE777EX LESIE

4.1 KRt

AT NE S 5t AR5 E R i URL
PEAT RS, 050 A5 130 B s 1 R 1) 1A
LREIRACTTE ot TR &SI RSN S LS EA L FUIE )
AN TR, R N R R R R ARk
BRI TLor R “ot” 8“7 W .

9 T 5 AIF Bert A7 feature extract J7 LKA
WME, RTINS A IR STA 9 SR 0T VA
AL, graliE: TF-IDF B2, word2vec+
LSTM # 7Y,

TEXTLCI TR PR b, e T AE 2 7328 n) i BN
FE) 3 AP HES

o % (precision): P=TP/(TP+FP) .

BRI T IE AR A 2 /b & T E
() TE R A, 2 B0 0000 &5 BT .
Precision PR A B VR

o HH[Z (recall): R=TP/(TP+FN). &

e FEAH IR IEBIAT 2 D 0 T
SEET O JEUAFEARTT 5 1 o recall MR A B A3,
e F1{fi: F1 = 2PR/(P+R). B &/: K
{E R G BRI F I, X R A
FRANIE = /e

42 SBEEESE

HR A b 55 7 S Ak i s 1 2R W i 2 3, 49 )
1392 AR SCNZE DTUTH R 0 PR AL Bl AR AS . A
Alex topX Wt i i SC T R, AT
R, 195 1 824 >4 H R A

AFIE s T RORE R FREAS R 3 1) 7 50 HTMIL
WETCHUF K. M H Python 155 R beautiful
soup M BT T H AL, ¥ HTML F5%% . JavaScript
FRIAS 85 55 52 B P R A 210 DR A SR D 4t
AR B T ST RF AR KUV A STAS 3544

W% ORI AE A AR S0 UE ) Bert £ feature
extract /7%, LA KR 4] TF-IDF 514 | word2vec+
LSTM H8 (A a Kt N o
4.3 Bert 22177 7E K

(1) e

ASCHTIAR Bert #5171 feature extract J7 AT
Bert " SCTRIZRERY, IX 2 AL H 2

IE4b, Bert as service 154 GitHub _E[f—A4~ 5
PR =7 W H , X} T Bert [¥] feature extract %,
SEIL T AR U A, DL Web 2 B A SR 7
Hilh k55 o AN SCAESSUEF U B g N T %50 H AE
J i T H . Bert as service 1T IAEEEIK N
Python>=3.5, Tensorflow>=1.10,

2 TR TTELR S Bert as service [R5 #s iy 1 5%
P L. 2205585, A3 Bert as service IR 55 .

(3) Bert FARAEFHIN

% ;i i FH Bert as service 77, B —NM
TUSCA e A VR Dy — A ) 5 B o I 55 i 42 A 1)
AT Z R ) REAT E K, IRk [E %
Ak PP BUBESL W RS £ o N N ]
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- S ST 7 PR AR PR TR RO VA F bR B
BOHPIZiE 80% 1114 1459 768 * 2,
Py R SR 20% 278 365 768 i“% 2 iﬁEﬁ*ﬁﬁ!?&%ﬁﬁiﬂﬁ

7E Python 55 1, i+ XGboost 47 F 5.
5, LEIR 768 4ER ) Tanbn 1A AR ik, AT
XN GRER B HG AT 73 AR 5.
4.4 FTERLAIEBFIE LN

(1) TF-IDF #EAY 7572

KH Python PRAEE R jieba 431 TH, XJ K
TOSCA AT HEAT 5310 o

FIH gensim T H AL 241 TF-IDF &%,
PE T SCA VAT TF-IDF e VHRFAE, 18] 145 T 18
VA T DL JBE S REAE IR i 4 1) R MR SRR AR
Ja oAt N, B xgboost 48 il A VR IEAT A
RAETIM

(2) word2vec+LSTM 5 # J7 7%

[FIRE, 15 26 S0 W T SCAH far BEAT 433, W]
DA _Ead R ) AT

F1 >k J2 word2vec 1] 7] 5 embedding %% > LA
S LSTM fR& 254848t . Ak st 78, 6 H
T2 M 4% 7 Keras HESE . Keras 7843 H)
M Tensorflow i H vt 5 68 J5 . Jf X 1] m) &
embedding LA AUHE LSTM 7E N 45l 28 ) 4%
FICHHT TARGF e, MmN i Ty, o
LT IREE B AUAR

SR ] B T SCA AT, 4838 embedding
&AL, AN LSTM T B3, ZJa
LSTM HfiHh &5 &k A% H2(Y) Dense 24 4ERE
B & HARAE SR 2o A2 Clkab o 20, FH]
sigmoid 1 AT BRI, 5t AT LAAS 2% N SCA i
TEPIAS AR o3 A, T 58 170 AR AL R 2
4.5 EBIGRIFMARTLE

BRI ZRIF 2 J5, EEXT Bert H7Y feature ex-

A LIk 7
pagERl
Bert feature extract TF-IDF  word2vectLSTM
piiipeas 0.97 0.75 0.95
Hla% 0.93 0.71 0.91
F1 {8 0.95 0.73 0.93
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MO ISR 45 R, R Bert AL IRy
TESEH v, 464810 TF-IDF BEAUAH L, HEA %
RS WHRIREA TARKIIET, XA SR Bert 15
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T .
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